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ABSTRACT (LWA) [14]. To date, angular dispersion has been shown to enable a

With the large bandwidths available in the terahertz regime, direc-
tional transmissions can exhibit angular dispersion, i.e., frequency-
dependent radiation direction. Unfortunately, angular dispersion
introduces new security threats as increased bandwidth necessarily
yields a larger signal footprint in the spatial domain and poten-
tially benefits an eavesdropper. This paper is the first study of
secure transmission strategies on angularly dispersive links. Based
on information theoretic foundations, we propose to channelize
the wideband transmission in frequency, and perform secure cod-
ing across frequency channels. With over-the-air experiments, we
show that the proposed method exploits the properties of angular
dispersion to realize secure wideband transmissions, despite the
increased signal footprint and even for practical irregular beams
with side lobes and asymmetry. In contrast, without the proposed
cross-channel coding strategy, angularly dispersive links can suffer
from significant security degradation when bandwidth increases.
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1 INTRODUCTION

Angularly dispersive links are characterized by frequency depen-
dent radiation direction. In practice, this property manifests from
wide bandwidths, as are expected in the terahertz (THz) regime
[12], and from antenna structures such as the leaky-wave antenna
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novel, yet simple, beam steering mechanism via frequency selection
[7, 10]. Additionally, path discovery, a key element for directional
transmission in mobile THz networks, leveraged angular dispersion
by analyzing how different frequencies travel at different angles
and thus different paths [3-5, 13].

While angular dispersion provides new opportunities for THz
communications, it also introduces new security threats via unique
link characteristics that potentially benefit an eavesdropper. Namely,
the transmitter Alice obtains maximum SNR to the receiver Bob
at one frequency as dictated by angular dispersion. Unfortunately,
with angular dispersion, to send a wider band transmission to Bob
necessarily expands the spatial footprint of the transmission, po-
tentially aiding an eavesdropper Eve. Since higher directivity, or
a narrower signal footprint, has been shown to be more resilient
against eavesdropping [11], an increasingly larger signal footprint
of an angularly dispersive link creates security concerns as band-
width (and data rate) increases: will THz links be fast (wideband)
or secure (small footprint), but not both?

This paper is the first study of secure transmission strategies
on angularly dispersive links to address the challenge of securing
wideband transmissions with angular dispersion. In particular, we
propose to frequency channelize the wideband transmission and
perform coding across frequency channels to secure the angularly
dispersive link. The idea is to exploit the fact that for angularly
dispersive links, Eve only intercepts a subset of frequency channels
well, when she is at a different angular location from Bob [15]. Fre-
quency channelization and cross-channel coding together force Eve
to obtain high enough signal strength across the entire transmission
band to decode the message Alice transmits, and thus limit Eve’s
chance of interception.

To demonstrate our idea, we establish angularly dispersive THz
links using a parallel-plate LWA and specify a cross-channel coding
strategy termed SCADL (Secure Coding for Angularly Dispersive
Links), which is adapted from [9] and based on information theory.
As a baseline, we specify ICB (Independently Coded Baseline),
which requires Alice to code independently per frequency channel.
We obtain bandwidth-scalable link secrecy in SCADL by ensuring
that for a subset of the channels, Eve receives a weaker signal than
Bob, as a result of angular dispersion. In contrast, ICB ensures
link secrecy only when Eve receives a weaker signal than Bob for
all frequency channels. While our results are based on LWAs, the
findings can be generalized to other angularly dispersive links.

With over-the-air experiments, first, we show that Alice can uti-
lize encoding of her data across different sub-bands to dramatically
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reduce the security disadvantage due to a widening signal footprint
for angularly dispersive links. In particular, we find that when the
proposed cross-coding strategy, SCADL, is employed, the insecure
area, i.e., the area of eavesdropping locations where Eve can obtain
significant amount of information about the message Alice sends
to Bob, only has a modest increase (~ 30%) under a bandwidth
increment of more than 40 GHz, as opposed to more than 190%
growth when the baseline strategy ICB is employed. Indeed, when
each frequency channel independently codes a sub-message via the
baseline strategy, Eve is increasingly likely to decode at least one
sub-message when the number of frequency channels increases. In
contrast, SCADL exploits the a priori known angular dispersion
characteristics of the antenna so that the transmission remains
secure when Eve receives only a subset of frequency channels well.

Next, surprisingly, we find that the shape of the insecure region
can be significantly different from the spatial footprint for the an-
gularly dispersive links: With SCADL, the insecure region remains
almost fixed as bandwidth increases, despite the widening signal
footprint. Perhaps even more unexpected, when ICB is employed,
the insecure region forms an unusual two-lobe shape around Bob
when the bandwidth increases, instead of uniformly expanding in
angle according to the signal footprint. That is, the angularly dis-
persive transmission becomes more vulnerable at an angle slightly
larger or smaller than Bob’s angle, in contrast to without angularly
dispersive, in which the link is most vulnerable at the emission
direction towards Bob. Moreover, we find that without SCADL,
the baseline strategy ICB is significantly impacted by the practical
beam asymmetry and irregularities, resulting in an unexpectedly
large and asymmetry insecure region.

2 SYSTEM MODEL
2.1 Angularly Dispersive Link

To understand the security performance of angularly dispersive link,
in this paper, a parallel-plate leaky-wave antenna (LWA) with the
angular dispersion property [15] is employed for THz directional
transmission. We denote the known frequency-dependent emission
angle relationship by Opmax (f), and the electric field generated by
the LWA by G(f, ), both can be obtained before the deployment
using an analytical model [6, 14] or via over-the-air measurements.

Assuming a transmitter Alice knows the location of a static user
Bob, in the line-of-sight (LoS) scenario, Alice employs the LWA
described above to transmit to Bob located at an angle 0p and a
distance dp via frequency selection. To reach Bob, Alice selects fc,
the center frequency for the transmission, as the frequency that
emits towards Bob’s angle according to the known frequency-angle
relationship, Omax(fc) = 6p. For the transmission, Alice uses a
transmission band from f7 to fiy (centered at fr) and divides the
band uniformly into K frequency channels, each with a subchannel

bandwidth w = (fg — f1)/K and centered at f; for k € {1,--- ,K}.

2.2 Threat Model

In this work, we study how Alice can leverage coding to secure
the angularly dispersive links against a potential eavesdropper
Eve. To this end, we model Eve’s interception as a function of her
location and define link secrecy for a given encoding process by
the protected spatial region.
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Figure 1: Wideband angularly dispersive link channelized
into K frequency channels.

2.2.1  LWA Wiretap Channel Model. Using a LWA, a transmitter
Alice wants to transmit a confidential message M, which can be
either in plaintext or ciphertext, reliably to a legitimate receiver
Bob while keeping it secret from an eavesdropper Eve. We assume
Bob and Eve both have a LoS path from Alice and are located at
angle and distance (0p, dg) and (0, dg) with respect to Alice.

We model the LWA link eavesdropping scenario as K parallel
additive white Gaussian noise (AWGN) wiretap channels. In each
frequency channel k € {1,---, K}, Alice transmits x;, while Bob
and Eve receive y; and zj respectively, with a location-dependent
attenuation (hp k. or hg ;) and anii.d. additive Gauissian noise (np j
Or ng )

Yk =hprxptnpx and  zp = hppxg +ngg. o))

The noise at Bob and Eve, ng and ngy, are assumed to be inde-
pendent, with zero mean and the same power o2, that is, n Bk ~
N(0, %) and ngx ~ N(0, 0?) for all k € {1,---,K}. The SNR at
Bob and Eve depends on the signal attenuation they experience,
which is frequency and location dependent for the LWA link:

_ P y(dp. fi) - 1G(fi. 08)I°
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where y(d, f) is the channel gain from the transmitter to the re-
ceiver, which is assumed to follow the free-space pathloss, y(d, f) =
(47df /c)?. Notice that SNR profile at Bob and Eve does not directly
determine if a link is secure. Instead, the security of the transmis-
sion depends on how Alice and Bob encode and decode the message,
as well as the secrecy definition, which we describe next.

2.2.2  LWA Link Secrecy Condition. To formally define the security
of the LWA transmission, we assume that Alice uses the LWA n
times to transmit a message M with a length of m bits, resulting
a secrecy data rate R := m/n (bit per use), which is bounded by
the communication capacity of the Alice-Bob LWA link. As shown
in Fig. 1, when Alice uses the LWA at time ¢t € {1,---,n}, she
sends K signals, one in each frequency channel, denoted by X; =
[Xie- 5 Xke] € REX1, The overall transmitted signal for all
time ¢t € {1,---,n} is denoted by X" = [Xy,---,X,] € REXn,



and the corresponding received signals at Bob and Eve is denoted
by Y* € REX" and 2" € RKX" respectively. We note that the
mapping from the m-bit message M to the transmitted signal X"
is characterized by an encoding function &. Similarly, a decoding
function O describes how Bob maps the received signals X" to an
estimated message M.

Now, we define the conditions that determine whether a secure
transmission is achieved. Given that the coding process (& and
D) is also known to Eve, the secrecy rate R achieves reliability
condition at Bob and the secrecy condition for Eve if:

lim P(M # M) = 0 (reliability); 3)
1

lim —I(M;Z") = 0 (secrecy), 4)
n—oo n

where P represents probability and I denotes mutual information.
Note that Eq. (4) follows the weak secrecy defined in the literature
[1], indicating that Eve’s observation does not contain significant
amount of information of the confidential message M. Since Alice
knows Bob’s location and Bob’s SNR profile, Alice can choose an ap-
propriate coding process that accommodates Bob’s SNR to achieve
the reliability condition in Eq. (3). Thus, whether the LWA link with
secrecy rate R is achieved is determined by Eve’s observation Z",
which is a function of location as described in Eq. (2).

2.2.3  Secure Region As the Metric. In practice, Alice has to choose
her encoding function & without the knowledge of Eve’s location
(and thus Eve’s SNR profile). Therefore, Alice is motivated to pre-
serve the link secrecy for as large an eavesdropping location set
as possible. To this end, we characterize LWA link’s security in
the spatial domain by the secure region, defined as the set of Eve
locations where the secrecy condition in Eq. (4) is satisfied:

o1
Rsec = {(dE’ 0p) | nlgrgo ;I(M; 7" = 0}~ (5)

The rest of the Eve locations forms the insecure region, Rins = Reec-
In addition to examining the secure regions, we also quantify the
security level of the angularly dispersive link by secrecy outage in
the spatial domain by insecure area:

Ajns = area(Rips). (6)

3 SECURE CODING

To secure the angularly dispersive LWA link as defined in Sec. 2,
we propose to perform cross-channel coding for the frequency-
channelized transmission, leveraging the property that Eve only
receives a subset of frequency channels well, but not all [15]. To
demonstrate our idea, we specify a cross-channel coding scheme,
which we term SCADL (Secure Coding for Angularly Dispersive
Links), based on information theory and is adapted from prior work
[9]. As a comparison, we specify a baseline coding strategy, termed
ICB (Independently Coded Baseline), which must code indepen-
dently in each frequency channel. In this paper, we conjecture that
the results in the noise-based prior works [8, 9] can be generalized
to our signal-strength-based model, and leave the proof for future.

3.1 SCADL

First, we specify the cross-channel coding strategy SCADL to be
applied to secure the angularly dispersive transmission. Instead

of employing an arbitrary coding strategy, the idea is to make
SCADL achieve the information theoretic limit so that employing
SCADL results in the maximum secure region among all possible
cross-channel coding strategies.

We can obtain the region where secrecy is possible when a
secrecy rate R is chosen. Namely, the secure region Rigg’t is the
set of all locations j that yield an achievable secrecy rate Réomt( J)
larger than the secrecy rate R selected by Alice, while the insecure
region Rgﬁ;nt consists of locations that cannot support the selected
secrecy rate R:

mns

R = [ IR RO and R = {1 R> KO} )
+

K
where R{gomt(j) = Z 2 [logz (1+SNRgx) — log, (l +SNRé,k)
k=1

Here, Ri‘;‘c“t is the region in which the secrecy rate R is feasible (but
not guaranteed), whereas Rg:;;nt is the region in which the LWA
link with a secrecy rate R can never be secure regardless of the
coding process. That is, Eq. (7) describes the limit on secure and
insecure region for angularly dispersive secure transmissions with
cross-channel coding, which we examine in later sections, along
with the corresponding insecure area ﬂgg;m = area(RgS;nt).

Here, we specify the coding construction of SCADL, which
achieves the secure region in Eq. (7) and is adapted from [9] based
on Gaussain codebooks for a transmission with secrecy rate R.

Codebook generation. Randomly and independently generate K
Gaussian codebooks Cg, k = {1, -+, K}. The Gaussian codebook

Cy. consists of 2" [Rp el

codewords, each of length n, where RE’ k
is the achievable communication rate between Alice and Bob in
frequency channel k and € > 0 is small. Next, randomly partition
the product of codebook C = C; x - - - X C into 2"R bins.

Encoding. For a given message M € {1,---,2"R}, randomly
choose a codeword from C in the M-th bin and send the corre-
sponding codeword in Cy through frequency channel k.

Decoding at the legitimate receiver. By construction, with high
probability all K codebooks Cy, - - - , Ck can be decoded from the
received signal at Bob. Thus, the transmitted message M can be
decoded at Bob with high probability. Notice that decoding the
message M requires observations across all K frequency channels.

3.2 ICB

As a baseline to the proposed cross-channel coding strategy, we
specify ICB that must code each frequency channel independently.
Similar to SCADL, our goal is make ICB achieve the information
theoretic limit, but in a per channel manner, instead of across all
frequency channels as in SCADL.

For an independently coded strategy, each frequency channel
must deliver its own sub-message independently, i.e., the trans-
mitted signal in a frequency channel cannot be affected by the
sub-messages in other frequency channels. To this end, Alice di-
vides the message M into sub-message My for k € {1,---,K}, each
to be transmitted in the corresponding frequency channel, resulting
in a per-channel secrecy rate of Ry in channel k.

We can obtain the region where secrecy is possible when the per-
channel secrecy rates [Ry, - - - , Ri] are chosen. First, for channel k



with a selected secrecy rate Ry, the set of all Eve locations j that
Ind
S.k

rate Ry forms the per-channel secure region Ri’elg > While the per-

yield an achievable secrecy rate RJ'C(j) larger than the secrecy

channel insecure region Rilﬁgk consists of locations that cannot
support the selected per-channel secrecy rate Ry:

R4, = {1 Re < REAG)] and R, = {71 Re > R}, @)

sec,k ins,k
where R7(j) = 110 (1+SNRp ) — log, (1 +SNR/ "
sk \J) = 2 g2 B,k 82 Ek :
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k with a secrecy rate Ry is feasible (but not guaranteed), whereas
Rilr?gk is the region in which the channel-k transmission with a

is the region in which the transmission in frequency

secrecy rate Ry can never be secure regardless of the coding process.

Next, when considering the collective transmission across all
K frequency channels, a transmission with per-channel secrecy
rates Ry, - -, Rg] is only achievable when the per-channel trans-
missions in all K frequency channels are feasible. In contrast, the
transmission is certainly insecure if the transmission in any of the
frequency channels is insecure. Thus, the per-channel secrecy rates
[Ry,--- ,Rk] result in a secure region R129, in which the selected
rate vector is achievable, whereas the rest of the locations form the
insecure region ﬂfr‘f

K K
Reé = m R?el::i,k and R = U Rilﬁg,k' ©)
k=1 k=1
Eq. (9) describes the limit on secure and insecure region when
coding independently per channel is required, which we explore
in later sections for the angularly dispersive links, along with the
resulting insecure area ﬂfrrllg = area(RiIES).

Here, we specify the coding construction of ICB that achieves
the secure region in Eq. (9). Similar to SCADL, ICB is also based on
Gaussian codebooks and is adapted from [9]. Given that Alice has
chosen the per-channel rates Ry, - - -, Rg] in all K channels, Alice
codes independently in each frequency channel as follows:

Codebook generation. For frequency channel k, randomly gen-

erate a Gaussian codebook Cy consisting of 2[Ry =€l codewords,
each of length n, where R}, , is the achievable communication rate
between Alice and Bob in ’frequency channel k and € > 0 is small.
Randomly partition the codebook Cy into 2™ bins.

Encoding. For a given message My € {1,---,2"Rk}, Alice ran-
domly chooses a codeword from Cy. in the My-th bin and send it
through frequency channel k.

Decoding at the legitimate receiver. By construction, with high
probability the codebook Cy can be decoded from the received
signal at Bob. Thus, for all channel k € {1, - -, K}, the transmitted
message My can be decoded at Bob with high probability, and
therefore the entire message M can be decoded at Bob with high
probability.

When comparing the coding constructions of ICB and SCADL,
we observe that the two share the same codebook generation pro-
cedure and only diverge in the binning process, so that one codes
independently per channel while the other codes cross channels.
This distinction makes ICB vulnerable even when Eve receives a
strong signal in only one frequency channel, as Eve is able to decode
a sub-message and thus a significant part of the total message. In

the following, ICB serves as the baseline to the proposed SCADL,
demonstrating the link secrecy when cross-channel coding is not
used for angularly dispersive links.

4 OVER THE AIR EXPERIMENTS
4.1 Experimental Setup

We measure the radiation pattern of a custom parallel-plate LWA
device for experimental validation. Specifically, the LWA consists of
two 4 x 4 cm? metal plates with thickness of 1 mm and are separated
by 0.95 mm. We create a slot on one of the plate, with a slot length
of 3 cm and a slot width of 1 mm.

LWA r

Figure 2: Experiment setup.

To measure the radiation pattern of the LWA, we use T-Ray 4000
TD-THz System [2] for generating and receiving THz signals. Fig. 2
demonstrates the experiment setup. During the measurement, the
transmitter couples the THz pulse into the LWA, with frequency
components span from below 150GHz to above 1.5 THz. Differ-
ent frequency components then emit from the LWA slot towards
different angles. The receiver is placed facing the LWA slot at a
distance d = 25.4 cm from the LWA. With a sampling rate of 12.8
THz (1 sample every 78 femtoseconds) and 4096 time-domain sam-
ples, the detector can measure the THz signals with a frequency
resolution of 3.13 GHz. We place the receiver at 12° < 6 < 80° with
1° resolution in the measurement. For each frequency component,
the measurements over angular locations describe the radiation
pattern, and thus we obtain a real-world LWA radiation pattern.

In the following, we consider Alice employs a uniform power
per frequency channel, and the resulting SNR at Bob and Eve in
each frequency channel follows Eq. (2). Alice’s transmit power is
chosen to yield an SNR of 25 dB at Bob for the center frequency
channel. In addition, we define the normalized secrecy rate 0 <
1 < 1 as the ratio between the total secrecy rate R and Bob’s total
achievable communication rate RE, n = R/R}, to normalize the
effect of increasing bandwidth. For ICB, the total secrecy rate is
the summation of the per-channel secrecy rate, R = 2115:1 Ry, and
the per-channel secrecy rate Ry, is allocated by Ry = r]RE’ - Inthe
following, we arbitrarily choose 7 = 0.2 in the evaluation.

Since the frequency resolution of our measurement is 3.13 GHz,
the subchannel bandwidth w for the experimental evaluation is
chosen accordingly, i.e., w = 3.13 GHz. In the following analysis,
the number of frequency channels varies from 1 to 13, so that the
total bandwidth ranges from 3.13 GHz to 40.7 GHz.

4.2 Empirical Insecure Area Scaling

For the experimental evaluation, we first examine the scaling of
insecure area when the transmission bandwidth increases. We ex-
amine the scenario where Bob is at an angle 0 = 40° and a distance
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Figure 3: (a) Insecure area scaling with transmission bandwidth when SCADL and ICB are employed, with a normalized secrecy
rate = 0.2 for Bob at 40°. (b) Boundary of insecure regions when the total transmission bandwidth scales from 3.13 GHz to
40.7 GHz, with a normalized secrecy rate n = 0.2 for Bob at 40°. (c) LWA measured radiation pattern at 3 frequencies: the lowest,
center, and highest frequency channel of a 13-channel transmission to Bob at 40° with a total bandwidth of 40.7 GHz.

of dg = 1 m. Fig. 3a shows the insecure area scaling when the trans-
mission bandwidth increases from 3.13 GHz to 40.7 GHz when a
normalized secrecy rate n = 0.2 is employed. To show the scaling,
the insecure area is normalized to the single-channel transmission
scenario, as SCADL and ICB converge to the same strategy for the
single-channel scenario.

From Fig. 3a, we observe that when the independently coded
baseline strategy ICB is employed (blue dashed curve), the insecure
area expands with increasing bandwidth. In comparison, when
SCADL is employed for the angularly dispersive link (orange solid
curve), the insecure area scales significantly slower with increasing
bandwidth although the transmitted signal has the same widening
angular footprint as the ICB transmission.

While the irregular beam pattern of a real LWA introduces some
local variations, Fig. 3a clearly shows that the secrecy of an angu-
larly dispersive link can suffer from a wider angular footprint when
the transmission bandwidth increases if ICB is employed. Yet, if
SCADL is employed, angularly dispersive link’s secrecy degradation
due to the widening signal footprint can be alleviated, providing a
relatively consistent secrecy level as the bandwidth increases.

4.3 Empirical Insecure Region
Characterization

Next, we examine the insecure region of the LWA link based on
measurements, which illustrates how the insecure region expand
in the spatial domain, and how the beam pattern irregularity of an
real angularly dispersive antenna affects the performance of secure
coding in the spatial domain.

Fig. 3b shows the spatial region near Bob in the polar coordinate.
The origin represents Alice’s location, the black triangle represent
Bob at 6 = 40° and dg = 1 m. The three curves represent the
boundaries of insecure regions when three different bandwidths
are employed for the angularly dispersive transmission.

First, we examine the left figure in Fig. 3b for the baseline strategy
ICB. The single-channel transmission shown by the blue solid curve
illustrates that the measured LWA has an asymmetric beam pattern:

the antenna gain declines much slower towards the smaller angle
than towards the larger angles. As a result, the insecure region
extends more towards the smaller angles than towards the larger
angles, indicating that the single-channel transmission is more
vulnerable towards the smaller angles.

As the bandwidth increases to 21.9 GHz (orange dashed curve)
and 40.7 GHz (green dotted curve), interestingly, the insecure region
no longer retains the one-lobe shape. Instead, the insecure region
expands in the angles except for Bob’s angle and results in two lobes
at angles slightly off Bob’s angle. To understand the insecure region
expansion, recall that when employing ICB, the transmission is
secure only when all sub-messages over the K frequency channels
are secure. As a result, the total insecure region when employing
ICB is the union of the per-channel insecure region as described in
Eq. (9). When new frequency channels are added for an angularly
dispersive link, they create per-channel insecure regions that appear
angularly misaligned with the existing insecure region, and thus
widen the collective insecure region. We emphasize that the growth
in the maximum distance of leakage is not due to Alice’s transmit
power since Alice employs a uniform transmit power across the K
frequency channels. This two-lobe shape of insecure region, which
is not due to side lobes, is rather unusual and is uniquely observed
for the angularly dispersive link.

In addition, we observe that the insecure region expands to-
wards both sides of angles unevenly. In particular, the insecure
area expands more in the smaller angles than in the larger angles.
Moreover, the longest range of leakage towards the larger angles vs.
towards the smaller angles is dramatically different. For a transmis-
sion bandwidth of 40.7 GHz, the longest leakage distance is 2.03 m
(at 43°) for angles larger than 40°. In comparison, for angles smaller
than 40°, the longest leakage distance is 2.84 m (at 37°), which is
almost 40% longer than 2.03 m from the larger angles (6 > 40°).

To understand the uneven insecure region expansion when em-
ploying the independently-coded strategy ICB, we examine the
measured LWA beam pattern. Fig. 3c illustrates the measured LWA
radiation pattern for the center (f, red solid curve), the lowest
(f1, blue dashed curve) and the highest frequency channel (fis,



green dotted curve), when 13 frequency channels are used for the
transmission (total bandwidth of 40.7 GHz).

Fig. 3c clearly shows LWA’s angular dispersion property: higher
frequencies emit towards smaller angles, as we expect. However,
the measured LWA radiation pattern exhibits irregularities and
asymmetry. In particular, the antenna gain declines slower towards
the smaller angle compared to the larger angles. As a result, when
the transmission band widens equally from the center frequency,
Bob receives a stronger signal for the lower frequency channel
compared to the higher frequency channels. For the 13-channel
transmission towards Bob at 40°, the normalized antenna gain of
the lowest frequency channel fi is 0.74 (or -1.3 dB) while the gain of
the highest frequency channel fj3 is only 0.31 (or -5.1 dB). Bob’s SNR
disadvantage in the higher frequency channels thus yields a larger
insecure region expansion than the lower frequency channels.

Based on the discussion above, we find that the security per-
formance of ICB is significantly impacted by the asymmetry and
irregularities in the radiation pattern. In particular, ICB is sensitive
to the lowest SNR at Bob because the frequency channel with the
lowest SNR yields the most notable insecure region. When the ra-
diation pattern exhibits asymmetry and irregularities, Bob’s SNR is
more likely to suffer in at least one frequency channel, which can
significantly reduce the security of the transmission when ICB is
employed.

Next, we examine the right figure in Fig. 3b when SCADL is
employed for the LWA transmission. We observe that SCADL yields
the same insecure region as ICB for the single-channel transmission,
showing local fluctuations due to beam irregularity. Yet, unlike
ICB, when the bandwidth increases, the insecure region remains
comparable to the single-channel transmission when SCADL is
employed. In addition, the insecure region boundary appears to be
smoother with increasing bandwidth.

To understand the insecure region behavior, we note that both
angular dispersion and beam irregularity result in a non-uniform
SNR across the frequency channel for both Bob and Eve, which
SCADL exploits for security. For angular dispersion, SCADL ex-
ploits the difference between higher and lower frequency so that
the insecure region does not expand much despite a widening signal
footprint when the bandwidth increases. In terms of beam irregu-
larities, SCADL exploits the fact that a strong side-lobe does not
happen at the same angle for all frequency channels. Therefore,
the effect of a strong side-lobe in one frequency channel becomes
averaged out when more frequency channels are added to the trans-
mission, resulting a smoother insecure region boundary.

From the result in Fig. 3b and the above discussion, we find
that employing SCADL for angularly dispersive link can effectively
reduce the disadvantage from the widening signal footprint, even
under practical beam irregularities.

5 CONCLUSIONS

This paper presents the first study of secure transmission strate-
gies on angularly dispersive links. To address the security chal-
lenge of widening signal footprint with a larger bandwidth, we
propose to frequency channelize the wideband transmission, and
perform secure coding across frequency channels based on infor-
mation theoretic foundations. To demonstrate our idea, we specify

a cross-channel coding strategy SCADL, and compare it with a in-
dependently coded baseline approach ICB. Using an LWA with the
angular dispersion property, we experimentally demonstrate that
SCADL enables secure wideband angularly dispersive transmis-
sions, even under practical beam asymmetry and irregularities, by
exploiting the fact that Eve does not receive all frequency channels
equally well. In comparison, the independently coded per channel
strategy ICB exposes the vulnerability of angularly dispersive links
since the transmission becomes insecure as long as Eve intercepts
some frequency channels well.
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