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Abstract— Quality of Sewice mechanismsand differentiated sewice
classesare increasingly available in networks and sewvers. While network
clientscanassessheir sewice by measuringbasicperformance parameters
such as packet loss and delay, such measuementsdo not exposethe net-
work’ s core QoS functionality. In this paper, we develop a framework and
methodology for enabling network clients to assessa systems multi-class
mechanismsand parameters. Using hypothesistesting, maximum lik eli-
hood estimation, and empirical arrival and sewice rates measued across
multiple time scales,we devise techniquesfor clients to (1) determine the
most likely sewice discipline among EDF, WFQ, and SP, (2) estimatethe
sewver’'s parameterswith high confidence,and (3) detectand parameterize
non-work-consewing elementssuch asrate limiters. We describethe im-
portant role of time scalesin sucha framework and identify the conditions
necessanyffor obtaining accurateand high confidenceinferences.

I. INTRODUCTION

Bothresearclandcommerciahetworksareincreasinglyable
to provide minimum quality-of-servicelevels to traffic classes,
e.g.,[20]. Examplecomponent®f suchnetworksincludeQoS
scheduler§10], [18], diffserv-styleservicdevel agreementpl],
[8], [14], [21], [25], edge-basettaffic shapingand prioritizing
devices,andnovel architecturesindalgorithmsfor scalableQoS
managemer(6], [7], [18], [19], [25].

However, even as the network’s infrastructureand services
becomeincreasinglysophisticatedthe network’s clients lack
reciprocaltools for validationand monitoring of the network’s
QoScapabilities.Clientsof ServiceLevel Agreement{SLAS)
will have monitoringrequirementsangingfrom basicvalidation
of the SLA's raw bandwidthto more sophisticatednferenceof
multi-classfunctionalities. For example,is a classrate limit-
ed (policed)? If so,whatarethe ratelimiter's parameterand
whatis necessaryo detectthis? In a multi-classervironment
with multiple classeswithin or amongSLAs, whatis theinter
classrelationship?Fair, weightedfair, strict priority, andwith
what parameters?s resource'borrowing” acrossclassedully
allowedor only allowedwithin certainlimits?

Obtaining“off-line” answergo suchquestionscanbe quite
trivial. In particular considera systemwith anunknovn service
(supposéhe systemis a singlerouterfor simplicity). To assess
whetherclassesreratelimited, onecouldprobeeachclass,one
atatime,with ahighratetestsequencetheoutputof thesystem
would yield the policing parametersSimilarly, simultaneously
probingat a high ratein all classesvould yield the inter-class
relationshipsif oneclassrecevesall of the service the system
is strict priority (atleastfor thatclass);jf weightedserviceis re-
ceived,thesystenperformsa variantof weightedfair queueing.
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In contrastthe “on-line” case,in which onecannotforceall
othertraffic classedo remainidle while experimentsare per
formed.,is quite different. Evenfor classesvhich areunderthe
controlof theclient, it maybehighly undesirabldo disruptthe
classwith experimentssuchasabove. For example,sendingat
a high rate to detectrate-limitersmay causeexcessve paclet
lossedor establishedessions.

The goal of this paperis to develop a framework for moni-
toring, validation,andinferenceof multi-classservicesfor the
on-line casein which existing servicescannotbe disrupted.In
particular we shav how passve monitoring of systemarrival-
s and departuresan be usedto detectif a classhasa mini-
mum guaranteedate and/ora rate limiter. Moreover, if such
elementsaxist, we will shav how to computetheir maximum
likelihoodparametersBeyondasingleclasswe will alsoshov
how inter-classrelationshipsanbe assessed-or example,we
devisetestswhich infer not only whethera servicedisciplineis
work-conservingpr non-work-conservingbut alsotherelation-
shipamongclassessuchasweightedfair or strict priority.

Throughoutour analysis,it is clearthat time scalesplay a
key role. Shorttime scalemeasurementare crucial for detect-
ing and analyzingnon-work-conservingelementssuchas rate
limiters. In contrast,ong time scalemeasurementsestreveal
“link sharing’rulesandweights.Thus,akey aspecbf ourcon-
tribution is thatwe developall suchmeasuremertbols usinga
unifying abstractiorof envelopeq5], [9], [16], hypothesigest-
ing, andmaximumlik elihoodestimationsIn this way, we treat
phenomenaccurringat differenttime scalesin a uniform and
methodicalway.

In additionto network servicespur techniqueslsohave ap-
plicationsto othermulti-classsystemsuchasquality-of-service
webseners[1], [3], [11], [13]. For example theframeavork can
be appliedto allow a client of awebhostingserviceto infer the
mechanismsand parameterdy which capacityis allocatedto
varioushostedsights. We thereforeconsidera simple system
modelwhich is sufiiciently generalto encompassa broadclass
of multi-serviceelementsrangingfrom routersto seners, yet
we necessarilfforgo modelingof mary of theintricaciesof re-
alistic systemge.g.,we limit our discussiorto a singlenetwork
node).

Thus, our contribution is to develop a basicframework for
using passve monitoringto assess systems core multi-class
mechanismsand parameters. Despite the simplified system
model, a large set of simulationexperimentsindicatethat the
techniquéhaspracticalimplications.For example,in our exper
imentswith the majority-rule hypothesigestperformedacross
multiple time scalesmulti-classEDF schedulingwvascorrectly



inferred100%o0f thetimewhentheclassdelayboundsweresuf-
ficiently differentiated,and class-basedair queueingwas cor-
rectly inferred 94% of the time. Oncethe servicedisciplineis
known, thealgorithmestimatedatlassWFQ weightswithin 1.4%
of thecorrectvaluewith 95%confidence.

The remainderof this paperis organizedasfollows. In Sec-
tion Il we describethe basic systemmodel, define the mea-
suremenandinferenceproblem,anddescribehe measurement
methodology In Sectionlll, we devise the maximuma/ik eli-
hood estimatedor the systemparameterand hypothesigests
for inferenceof the servicediscipline. Next, in SectionlV, we
presenta setof ns-2 simulationsto evaluatethe effectiveness
of the schemeaundera numberof differentnodefunctionalities.
Finally, in SectionV, we conclude.

Il. SERVICE MEASUREMENTS
A. Scenario

Figuresl and2 depictourtwo targetedsystems(In bothcas-
es, passve measurementodulesare depictedby diamonds.)
Figure 1 illustratesa distributed web sener. QoS functionali-
tiesin the sener may include prioritized schedulingof incom-
ing requestsat the front-end, prioritized distribution of jobs to
back-enchodesandoperating-systermechanismsuchaspri-
oritized schedulingof CPU, memory anddisk accesg11]. In
ary caseur goalis to provide anapplication-layercharacteri-
zationof the system$ multi-classQoS mechanismsFor exam-
ple, if several QoS mechanismare simultaneouslyemployed
with the goal of providing weightedfair serviceamongdiffer-
entclassespurtechniquewill estimatea class’net“guaranteed
rate”, i.e., it's minimum requestthroughput. Suchinferences
have importantimplicationsfor both performancemonitoring
andresourcenanagement.

Front
End

Back-end
Servers

Fig. 1. WebSener

Figure 2 depictsthe targetednetworking scenario. In this
case,measuremenodulesare placedat the peripheryof the
network. Thegoalis to usepassve edge-basedlient measure-
mentsto infer the multi-classQoSmechanismsindparameters
employed by the network operator With animproved under
standingof theway traffic is internally servicedclientscanbet-
ter managetheir use of multi-classnetworks. Similarly, oper
atorsor third partiescan employ the methodologyto testand
validatethe performancendpotentialperformancef multiple
serviceclasses.

Below, we describethe systemmodeland problemformula-
tion for multi-classserviceinference. We then devise a mea-
surementmethodologybasedon empirical arrival and service

Fig. 2. Network

ervelopesvhichwe emplgy in theinferenceandhypothesidest-
sof Sectionlll.

B. SystenModelandProblemFormulation

The generalsystemmodel that we considerin this paper
is depictedin Figure 3. As in the basic abstractionof ser
vice disciplinesdescribedin [24], it consistsof two stages:
non-work-conservingelementswhich limit a class’rateanda
work-conservingaclet schedulerFor ratelimiters, we consid-
er single-level leaky bucket regulators. For the paclet sched-
uler, we considerStrict Priority (SP),class-basetVeightedFair
Queueing(WFQ), and Earliest Deadline First (EDF). In this
contet, an SPschedulerconsistsof onequeuepertraffic class
with pacletsfrom the highestpriority non-emptyclassserviced
first. For example,a paclet in level k is servicedonly if no
pacletsarebackloggedn levels1,---,k — 1. For WFQ [15]
eachtraffic classk is allocateda guaranteeatapacityCj such
that whenever paclets from classk are backloggedthe class
receves serviceat a rate of at leastCy. Unusedcapacityof
non-backloggedlassess distributedin a weightedfair manner
amongbackloggedlasses.For EDF, eachclasshasanassoci-
ateddelayboundsothatpaclet j of classk arriving attime af

hasdeadlinea;c plusits delaybound,andthe schedulesselects

the paclet with thesmallest(earliest)deadlinefor service.

Unknown Multi-Class Server
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HRRN

HRRN

Rate Limiters

L J

Fig. 3. SystemModelfor Multi-ServiceMeasurement

This formulation coversa broadsetof class-basedchedul-
ing elementsjncluding minimum guaranteedates,maximum
policedrates weightedfairnesssortedpriority, andstrict prior-
ity. While necessarilynot comprehensie, it incorporatesoth



work-conservingand non-work-conservingservicedisciplines
and a numberof mechanismdor inter-classresourcesharing
andquality-of-servicaifferentiation.

For inferencesof the system$ multi-class characteristics,
we considerthe casewhereinternal systeminformationis not
available,i.e., neitherstatic configurationinformation (suchas
the schedules parametershor empiricalinformation (suchas
meanbuffer length). Instead the availableinformationconsists
of the externalobsenationsfrom passie monitoringof paclet-
s, namelypaclet arrival anddeparturgimesalongwith paclet
classlabelsandsequencaumberst

Thegoalis to provide aframework for inferenceof themech-
anismsand parameterof the key elementsin the multi-class
system, utilizing only the aforementionedexternal measure-
ments. In particulay we develop a hypothesistestto identify
the basic schedulingalgorithm as SB EDF, or WFQ. We de-
vise techniquego estimatethe maximum-likelihoodvaluesof
theclassparameterssuchas“guaranteedate”in WFQ or dead-
linesin EDF andratelimitersin non-work-conservingseners.

C. Empirical Arrival Model

Herewe describea generakrrival characterizatiomhich can
be appliedto the multi-classinferenceproblem. The technique
is basedon traffic envelopeswhich provide a unifying abstrac-
tion for both arrivalsandservicesandincorporatethe system$
behavior acrosgime scaleq16]. Measuremenat multiple time
scalesis importantin this context as differentsystemcompo-
nentsaremostaccuratelydetectedat differenttime scales.

Focusingon a singleclassfor illustration, Figure4 depictsan
examplearrival-departuresequencewith the j** packet having
sizep;, arrival time a; anddeparturdime d;.

P
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Fig. 4. Exampleof aClass’Arrival-DeparturéSequence

Denotingthetotal arrivalsin theinterval s, s + ] by A[s, s +
t], a traffic erveloperefersto a time invariantcharacterization
of thearrivalsasa function of interval lengtht (see[22] for ex-
amplesof deterministicernvelopes).For ameasuremenwindow
[s, s + T] anda particularinterval length I}, beginning at time

1In thecaseof webseners(bothsinglenodeanddistributed),botharrivalsand
departurearedirectly obserablefrom the systems front end(seef1], [11] for a
detaileddescriptiorof suchanarchitecture)ln thecaseof networks, paclettime
stampingprovidesa mechanisnto obsere both arrival anddeparturgimesat
thedeparturenode[17]; otherwisethemeasuremerhodulescancommunicate
their collectedinformationoff-line.

s+ (j — 1)1y, classi’s arrival rateis givenby

Alls + (j = 1)1y, s+ jIi]
Iy,

A
Rk,]’ o

forj = 1,---, N, where Ny, = |T/I] is the numberof
successie intervals of length I, in the measurementvindow
[s,5+T].

Using measuredatesover differentsub-intenals within the
window T', themeanandvarianceof theempiricalrateervelope
of classi for intenvalsof lengthk canbe computedas

N,
Rz’,A _ 1 - Rz’,A 1
A k. 1)

j=1

and

) 1 Ne o

RV = N (Ry5 — Ry )
i=1

In Sectionlll, we describehow this empiricalclass-basedr
rival ervelopeis incorporatednto the above multi-classinfer-
enceproblemsandin SectionlV, we experimentallyinvestigate
applicationsof this traffic characterization.

D. Empirical ServiceModel

Here, we describea generalmechanismfor measuringand
characterizing class’servicerate. Analogousto thetraffic en-
velope theserviceenvelopeis not simply asingleserviceband-
width, but a statisticalcharacterizatiorof serviceacrosstime
scales. This multiple-time-scalecharacterizations critical to
inferenceof diverseservicecomponentsuchasmaximumpo-
liced bandwidth,minimum service,and analysisof inter-class
resourcesharingrelationships. Moreover, its statisticalnature
reflectsthe factthata class’servicecanfluctuateaccordingto
the varying demandsof other classesand the mechanismby
which the schedulearbitrateghis demand.

The empiricalserviceervelopecharacterizethe servicerate
recevved by the flow as a function of the interval length over
which the classis backloggedwherea flow is saidto be back-
loggedwheneverit hasatleastonepacletin thesystem A traf-
fic flow is continuouslybackloggedor &k paclket transmissions
in theinterval [a;, dj4 1] if

djym > Qjymy1, forall0 <m <k —2,

for k > 2. Notethatall packettransmissionarebackloggedor
k = lintheinterval [a;, d;].

To illustratethe backloggingcondition,considerthe example
of Figure4 which depictsanarrival anddeparturesequencéor
pacletsbelongingto a particularclass. The secondpaclet ar-
rivesinto the systemafter the first paclet departs. Hence,for
the first paclet, the backloggingconditionis satisfiedonly for
k = 1, likewisefor the secondpaclet. In contrastfor thethird
paclet, theflow is alsobackloggedor k = 2 consecutie pack-
etsasthe fourth paclet arrives beforethe serviceof the third
paclet. Similarly, a sequencef £ = 3 pacletsarebacklogged



beginning with the arrival of paclet 5 andendingwith the de-
partureof paclet 7. In otherwords, the interval [as, d7] is a
backlogginginterval for ¥ = 3. Notice that the sub-intenals
[as, dg] and[ag, d7] arealsobackloggedor k = 2 paclets.

Notethatthe measuredlassmustbe backloggedn orderto
infer its servicerate. However, the measurealassdoesnot re-
quire other classedo be backloggedvhenmonitoringits ser
vice, asthis informationis indirectly revealedby fluctuationsin
its own measurements.

Thus,denotingU*[s, s + ] asnumberof classs bits serviced
in thebackloggednterval [s, s + t], theserviceraterecevedin
[s, s + t] is simply

Uils,s +t]

R»S(t) = -

®3)
Finally, the measuremerfor eachbackloggednterval is in-
cludedin themeasureme@i’s if
(k—05)I; <t < (k+0.5)I. (4)
Measuredserviceen/elopesamplesﬁ};’s are usedin infer-

ring schedulingliscipline,asexplainedin detailin thefollowing
Section?

I1l. MULTI-CLASS INFERENCE

As describedabove, our goalis to infer the elementsandpa-
rameter®f amulti-classsystem.In Part A we considetheserv-
erandin Part B theratelimiters asdefinedin Figure3.

A. Inferenceof the Schedulerand Inter-ClassRelationships

In a multi-classsystem the paclket servicedisciplinedefines
the inter-classrelationshipsor the servicereceived when dif-
ferentclassesompetefor resourcesFor example,with an SP
schedulerthe highestpriority classrecevesall demandeder
vice up to the availablelink capacity andin thatway is com-
pletely isolatedfrom otherclassesdemands.In contrast,ow-
er priority classeautilize only remainingcapacityfrom higher
priority classesandtheir performancas stronglydependenbn
theseclassesdemands.

Here, we provide a precisetheoreticaldescriptionof such
inter-classrelationshipsvia statisticalserviceervelopes.Under
a particularschedulehypothesiswe performMaximum Lik e-
lihood Estimationg MLES) of the schedulers parameterssuch
as guaranteedatesin WFQ and deadlinesin EDF. Using the
ervelopes ideal descriptionof a class’service,we thendevel-
op hypothesigeststo infer which servicedisciplineis employed
by the systenvia statisticalanalysisof the empiricalinter-class
sharingrelationships. Finally, we selectthe MLEs of the un-
known parametersindertheinferredscheduler

2Notice that for corvenience the arrival ernvelopeis discretizedin time and
the serviceenvelopeis discretizedin bits. However, to performthe compara-
tive computationf Sectionlll, both areexpressedn discretetime rateswith
serviceinterpolated.

A.1 TheoreticalServiceEnvelopes

In [16], statisticaladmissioncontrol testsare developedfor
severalmulti-classschedulersThekey techniqueor exploiting
inter-classresourcesharingis to characterizea class’ available
servicebeyondits worst-casallocation.For example,in aWFQ
seneraclasswith weight¢; recevesserviceatratenolessthan
mei" C whenever it is backlogged. However, dueto statisti-

i J

cally varyingdemand®f otherclassesthe servicerecevedcan
be far greaterthanthis lower bound. A statisticalserviceerve-
lope Si(t) is thereforea generalcharacterizationf the service
recevedby classi overintervalsof lengtht for which the class
is continuallybacklogged.

Table | shaws the statistical service ervelopes(derived in
[16]) for SR WFQ,andEDF. Theervelopesareafunctionof the
link capacityC, andasdescribedabove, the otherclass’input
traffic, describedoy the arrival ernvelopeBi(t) ~ A'[s,s + t].
For SR, obsere that classi’s serviceis only a function of the
workloadin classed, 2,---,i — 1. In contrastfor WFQ class
i’'s serviceis a function of all otherclassestraffic but is upper
boundedby Ct if all otherclassesare always idle and lower
boundedby i‘%(} if all otherclassesrecontinuouslyback-

j J

logged.Finally, with EDF classi’s serviceagaindepend®n all
otherclass’inputsaswell asthedelayboundof classi denoted
by di.s
Obsere that the rate traffic ervelopedefinedin Sectionll

(e.g., R};A and RVk”A) are simply empirical and normalized
versionsof thefirst two momentsf B*(I}). Ontheotherhand,
RZ’S containsnormalized(on intervalsof length I;,) sampleof
the serviceenvelopeS?(I). Thekey problemis thento assess
the systems$ scheduler parametersand other componentdy
comparingempiricalmeasurementwith the idealizedrelation-
ships.

A.2 Empirical ServiceDistributions

Here,we describethe expecteddistributions of servicefor a
givenarrival distribution underdifferentservicedisciplines.For
simplicity, we considera two-classsystemandaggreatetraffic
Ai[s, s+t] with aGaussiamlistribution* Noticethatevenunder
Gaussiararrivals, the serviceenvelopeswill be non-Gaussian
dueto the non-linearitiesof the multi-classsener. With two
traffic classesSPis a specialcaseof WFQ with ¢; = 0 or 1.
Thus,we mustfirst infer whethertheschedulers EDF or WFQ,
andif the latter, whetherthe weightsare0 and1, which would
indicateSP

~ DenoteX, asa Gaussiarandomvariablewith meanC1 —
RZ’AIk, variancel’%Vk"’AIk2 and probability density function

3With akuseof notation,we hencefortirdenoted; astheclasss delaybound,
asopposedo adeparturdime asin the previous section.

4The Gaussiarassumptioris not necessaryor traffic ervelopes;see[5] for
example. Regardlesswe make the assumptionin this paperasit makes our
solutionmorecomputationallyefficient while alsoretaininga high degreeof ac-
curag, bothfor ourpurposesiereaswell asin otherscenariosuchasadmission
control[12].



[ Scheduler] ServiceEnvelopeSi(t + 7;) |

sp (Ct+m)-TiZ, Bt +m)
WFQ | it +7)+ (1= 8000 +7) = S, B (4 7))
EDF (Clt+m) ~ %, Bt —dnt di))+

TABLE |
STATISTICAL SERVICE ENVELOPES FOR DIFFERENT SCHEDULERS

px, (z),ie.p
>n,A n,Ar 2
Xi ~ N (CI - By I, RV L)

FromTablel, the probabilitydensityfunction of the serviceen-
velopeSi = Si(I;) underthehypothesighattheseneris WFQ
is givenby

P () = P(Xk < $:iC1)8(z — $:CI)

+ px, ()] (¢iCIy <z < Cli)
wherel(-) is anindicatorfunctionandd(-) is adeltafunction.
Similarly, definetherandomvariableY;, suchthat

Yy~ N (ka — R, RV}"’AI,Q) :

Furtherdenotethe probability densityfunctionof Y;, by py, (y),
wherel = k — |D; — d, + d;| if |D; —d, +d;] > 0and
I = k otherwise,and D; is empiricalmeandelay From the
EDF serviceervelopeof Tablel, we have that the probability
densityfunctionof S} underthe EDF hypothesiss givenby

psi " (y) = P(Yi < 0)5(y)+
Py, W)I(0 <y < CIy) + P(Yy > CIi)o(y — Cl).

Examplesof empirical class service rate distributions for
WFQ andSPsenersarepresentedn Figures5 and6. Thein-
tenal length I, is 400 msecandadditionalparametersuchas
traffic load andstatisticaborkloadcharacterizatioaregivenin
SectionlV.

We malke severalobsenationsaboutthefigures.First,theser
vice distribution of WFQ visibly exhibits thetruncatecoehavior
definedby Equation(5): thisis dueto WFQ's guaranteedate
which lower boundsthe service. Secondpbsene thatno such
“hard” lower borderexists for SPwithout strict ratelimiters on
all higherpriority traffic classesFinally, noticethatupperlimits
onthedensityfunctionsarenotevidenthere asin this casenei-
ther classreachedts upperlimits dueto statisticalfluctuations
in thedemandf theotherclass.

5n indexesthe non-measuredlass.
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A.3 ParameteEstimationUnderScheduleHypothesis

Here, we describehow a scheduless parameterssuch as
weightsin WFQ anddeadlinesn EDF canbe estimatedunder
the hypothesisof a particularscheduleleDF, WFQ, or SP We
employ theGeneralized.ik elihoodRatio Testby first obtaining
Maximum Lik elihood Estimatesof unknavn parametersinder
eachhypothesis,and then using the likelihood ratio test. We
thenshav how the schedulingnechanisnitself canbeinferred
by choosingthe morelikely hypothesisasthe true one. Finally,
the MLEs of unknowvn parametersinderthe choserhypothesis
becomehefinal estimates.



The first problemis to determineclass1’s unknavn weight
parameteunderthe hypothesighat the sener is WFQ. Given
theobsenationsof eachclass’servicein intervalsof lengthiy ,
we usethe MLE to estimatehe unknovn paramete; as

d1x = agmaxp TRy STy, Bo® I | p1 1)

D1,k

(6)

where
PRy L, By I k) =
M WF 31,8 N WF 32,8
Hm:]_ ps}c Q(-T = Rk,mIk) anl pSi Q(y = Rk,nIk)

andM andN denotetherespectie sizesof E,® andR;°. S-
ince a closedform expressioncannotbe found for the MLE in
Equation(6), we employ anumericalgrid searchhy maximizing
the likelihoodfunction with respectto the unknavn parameter
¢1 in theinterval [0, 1]. (Notice thatthe unknavn valueshave
known andclosedbordersso that the grid numericalsearchis
justified.) The estimatds obtainedfor eachinterval I, indepen-
dently, andthefinal estimateof ¢§1 is is computedoy averaging
the estimatedor differenttime scales.Finally, in the two-class
casegps issimply1 — ¢;.

The physicalinterpretatiorof Equation(6) is asfollows. The
relative classweightestimatiorcanbeperformedonly overtime
intervalswhenboth classesarebackloggedsinceit is only dur-
ing suchintervalsthat both classesncur their lower boundsin
service.Suchintervals causepeaksat the lower clipping of the
servicerate distribution (cf. Figure5) and also maximizethe
joint distribution of Equation(6).

For EDF, similar expressionganbe derived by applyingthe
samemethodologyof usingthe EDF serviceervelopesto com-
putethe MLE expressiondor the classdelaybounds,andper
formingagrid searcho estimatefl andd}.

A.4 Scheduleinference

The above techniqueallows estimationof a schedules pa-
rametersinderthe hypothesiof particularschedulerHere,we
shav how the schedulingpolicy itself canbeinferred. The key
techniqueis to choosethe hypothesighat makesthe measured
serviceobsenationmostlikely.

To infer which servicedisciplineis the mostlikely underthe
obsenations,for eachtime scalel}, we have the schedulehy-
pothesigestgivenby

51,5 52,5
pkEDF(Rk Ik)pEDF(Rk Ik) BoF

= = < .
pl FOUE )Py TR L) wra

(7)
k k

As all time scalesarenot guaranteedb infer the samesched-
uler, the final decisionis madeby usingmajority rule over all
time scalesWith thistechniquethecorrectinferencds attained
94%to 100%o0f thetime in our experiments.

Thus,theserviceernvelopeof Tablel describgparticularrules
for inter-classresourcesharing,i.e., the mechanisnmby which
thescheduleallocatesapacitywhenmultiple traffic classesre
competingor resourcesApplying theabore hypothesigestde-
termineswhich scenarias mostlikely, consideringmulti-class
measurementacrossall time scales.

B. RateLimited ClassStatelnference

Thusfar, we have consideredvork-conservingservicedisci-
plines. Here,we developa measuremernmnethodologyapplica-
ble to rate-limiters,i.e., non-work-conservingelementswhich
limit a flow’s arrivals to within a pre-specifiecconstraint. For
a single token bucket with a bucket depthof one paclet, the
rate limiter for classi is characterizedy an unknown rater?.
The key problemis to distinguishsucha limit on classi’s ser
vice from throughputimits dueto theworkloadsof othertraffic
classesandothermechanismén the multi-classscheduler

Thus,the goalis to find the maximumlik elihood estimation
of r; underthe hypothesisof a particularschedule(inferredas
above). With ratelimiters, the serviceernvelopesof Tablel have
r? in placeof C asthe maximumservicerate. Thusconsider
ing the EDF hypothesisasanexample the maximumlik elihood
estimationof r¢ canbe computedas

(7%, dy,dy) = argmaXpEDF(R’llc’SIkaR’z’s-’kh‘i,dl,dz)- 8)

r1.d1,d2

Estimationof rate limiter parametersighlights the impor-
tanceof time scalesThisisiillustratedin Figure7 which depicts
theprobabilitythataclasstransmitsattheratelimiter’sboundas
a function of intenval length. The scenarids a two-classclass-
basedfair queueingschedulemwith classweightsof 0.5. The
classeshave 60 and40 exponentialon-off flows with peakrate
32 kb/sec. The figure shavs the empirical probability that the
aggrejatetraffic of classl transmitsatits ratelimit of 1 Mb/sec
asafunction of interval length. As shawn, for shorttime scales
this occursquite frequentlywhereast is increasinglyrare over
longertime scalesWhile this propertyis aninherentcharacter
istic of ary variablerateflow, the key pointis thatinferenceof
ratelimiter parametersit long time scaless inhibited by flows
becomindessandlesslikely to sendat peakratesfor sustained
periods. As a consequencaneasuremendf multi-level leaky
buckets, which require longertime scalemeasurementdueto
traffic constraintfunctionswhich shapethetraffic differently at
differenttime scales(see[23] for example)will incur higher
measuremergrrors.
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1V. EXPERIMENTAL INVESTIGATIONS

In this sectionwe performa setof simulationexperimentgo
evaluatethe effectivenessf the multi-classinferencetools de-
scribedabove. We study WFQ weight estimation,inferenceof
theservicedisciplinefor EDF, SR andWFQ, aswell as“mea-
surableregions”, theconditionsnecessaryo obtainaccuratees-
timatesof WFQ weights.

All simulationsareperformedwith the ns-2simulatorwith a
single router and variousnumbersof hostsin the topology of
Figure3. Thelink capacityis 1.5 Mb/secandpaclet sizesare
500and100bytes,asspecifiedn the variousexperiments.The
minimum interval lengthfor measuringarrival and serviceen-
velopesis I; = 10 msecandthe maximuminterval-lengthfor
measuremenis 0.5 secfor a 50-pointarrival ervelope. The
measurementindow T is variedin the experimentsdrom 2 to
10 secondsasindicated. We considertwo traffic classesand
EDF, WFQ, andSPscheduling.

A. WFQWeightEstimation

Here we experimentallyinvestigatethe statisticalproperties
of the WFQ weight estimationalgorithm. In this scenariothe
systemhas65-68flows exponentialon-off sourceswith on-rate
32 kb/secwith on andoff periodsof 0.36 sec. Moreover, there
are 25-28sourcesof the sametype for class2. Thetrue WFQ
weightsare¢; = 0.7and¢, = 0.3. Thepacletsizeis 500Bytes.
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Fig. 8. WFQ WeightEstimationvs. Measuremenintenal

In the experiments50 simulationrunswereperformedcorre-
spondingto eachdatapointin Figure8. For a particularsimu-
lation, the measurementindow T is setto 2, 5, or 10 seconds
asreportedon the horizontalaxis. Eachpoint on the plot indi-
catesthe maximumlik elihood estimationof ¢, ¢;, usingthe
methodologyof Sectionlll.

Firstobsenethatthevarianceof theestimatoiis reducedwith
increasingdl’, duesimply to thefactthatmoresamplepointsare
availablewith largerT'. For example,with T' = 2 sec,95% of
theweightestimationsarewithin 11%of thetrue value,where-
aswith T' = 10 sec,95% of the weight estimationsare within
1.4%of thetruevalue.However, T shouldnot be setarbitrarily
large, aslongertime-scalefluctuationsdueto flow arrivalsand

departuregnay introducenon-stationaritiesvhich would bias
the tests. While the numberof flows in the systemdid vary in
thesesimulations,asdefinedabove it is within a rangeof 5 to
10%of the systemioad.

B. Sdedulerinference

As describedn Sectionlll, the abore WFQ weight estima-
tionscanonly be performedunderthehypothesighatthe sener
is WFQ. Thus,statisticaltestsarenecessaryo infer theschedul-
ing mechanisnitself. Herewe describesimulationexperiments
for schedulerinferenceusing the samenumberof sourcesfor
eachclassandthe samepaclet sizeasin the previous experi-
ment. Figures9 and 10 depictthe experimentalprobability of
correctdecisionvs. time scalefor therespectie correcthypoth-
esisof EDFandWFQrespectiely. In bothcases50simulation-
s areperformedandthe probability of correctdecisionis com-
putedasthe numberof correctdecisionsversustotal numberof
testsfor eachtime scale(recall the final decisionis performed
by majority rule).
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For theexperimentf Figure9, the correcthypothesiss ED-
F with delayboundsof d; = 20 msecfor classl andd, = 40,60
and80 msecfor thethreecurvesfor class2. As indicatedin the
figure, EDFis correctlyinferred100%of thetime at shorttime
scaleqI;, upto 300msec)while lessfrequentlyfor longerinter-
val lengths especiallyasd, — d; decreasesyetin all caseshe
probability of correctdecisionis no lessthan92%. Thereason
thatthe probability of correctdecisiondecreaseasds — d; de-
creasesis thatthereis lessandlessdifferentiationprovided by
the schedulermakingthe serviceenvelopesstatisticallycloser
andtheinferenceproblemmoredifficult. Indeedf ds = d;, the
scheduleiis actually performingFCFS,asis alsoevidentfrom
theserviceernvelopein Tablel.

Regardlessin all casesthe correctfinal decisionis madeas
majority rule is performedover differenttime scales,and in-
correctdecisionsat a particulartime scaleare never frequent
enoughto form amajority.

Figure10 depictsthe experimentakresultsfor WFQ. Obsene
thatin this case,the correctnessatio is quite poor on shorter
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time scales.This is dueto the mismatchbetweerthe fluid ap-
proximationusedin the analyticalmodel and the paclet-level

simulations.In particulay over shorttime intervals, thefluid ap-
proximationdoesnot hold andnot every paclet getsservicedat
rate¢;C (indeed see[2] for adetaileddiscussiorof suchshort-
time-scaleunfairness).In this case sucherrorsimpactthefinal

decisionandtheoverallcorrectnesprobabilityis 0.94(lessthan
thecorrectnessf 1 achievedin the EDF case)astheshort-time-
scaleerrorsform a majority in 6% of the cases.

Finally noticethatthe relationshipof the probability of cor
rectdecisionandtime scalearereversedior WFQ ascompared
to EDF. Thereasorfor thisis thatoverlongertime scalesWFQ
overcomespaclet level unfairnessand, when flows are back-
loggedfor long durations,jt canbecomeqguite clear(statistical-
ly) thatthereis a minimumguaranteedervicerateclipping the
distribution of the serviceervelope.In contrastfor EDF, thed-
ifferencesaaremostpronouncedor smallinterval lengthswhere
the shiftsin the arrival ervelopes(cf. Tablel) aremorepromi-
nent.

C. MeasuableReagion

The methodologypresentedn this paperis basedon passive
measurements.,e., no probingpacketsaretransmittedto mod-
ify the systems workload. However, with passie monitoring,
it is possiblethat other classes’particularworkloadsprohibit
inferenceof certainnetwork elements.For example,in the ex-
tremecasethatall otherclassesreidle, it isimpossiblego detect
a guaranteedninimum rate. Similarly, the multi-classnature
of the scheduleiitself would not be measurableandonly rate-
limiter parametergould be obtained. We referto the required
workloadto measurea particularnetwork behaior asthe mea-
surableregion.

Here,we addressheissueof theconditionsnecessarto infer
lower and upper servicelimits for WFQ schedulers. For the
simulations,eachflow hason and off periodsof 0.36 secand
on-rate32 kb/sec. The paclet sizeis 100 bytesandC = 1.5
Mb/sec.

Figure 11 depictsthe resultingmeasurableegionsfor WFQ
weight estimates.Eachpoint representshe minimum number
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Fig. 11. MeasurablérRegion for Lower ServiceBounds

of classl andclass2 flows neededsuchthattherelative weights
can be estimatedwithin 5% of their correctvalue. Thatis, if
either classhasfewer flows thenindicatedby this measurable
region,thenestimationis notpossible astheconditionsrequired
for weightestimationoccurtoo rarely.

Obsenrethatastheweightof classl increase$rom ¢, of 0.5
to 0.7 and 0.9 (correspondingo the threecurves), the curves
shift to the lower right indicatingthat a highernumberof class
1 flows andlower numberof class2 flows areneededo infer
¢1. Thereasonfor this is thatas¢; becomedarger, a higher
traffic loadin classl is requiredto backlogclassl sufiiciently
to estimatethe guaranteedate.

Finally, obsene that a typical point on the curve refersto a
relatively modestresourceutilization. For example,underg; =
0.7,atleast30 class2 flows arerequiredwhen46 classl flows
arepresent. This correspond$o an averagesystemutilization
of 62%, i.e., the meanutilization mustbe at least62% to per
form the measurementpassiely, otherwiseactive probingis
required.

V. CONCLUSIONS

Networks and senersareincreasinglyproviding quality-of-
servicefunctionalities. The goal of this paperis to provide a
frameawork for clients of multi-classservicesto assessa sys-
tem’s coreQoSmechanismsWe developedaschemdor clients
to performa seriesof hypothesigestsacrossmultiple time s-
calesin orderto infer the pacletservicedisciplineamongclass-
basedweightedfair queueing earliestdeadlinefirst, and strict
priority. For a particularschedulerwe devisedtechniquedor
clients to obtain maximum likelihood estimationsof the sys-
tem’sclassdifferentiationparameterssuchasWFQweightsand
EDF delaybounds Finally, we shavedhow parametersf non-
work-conservingelementssuchasratelimiters canbe estimat-
ed. Throughoutwe utilized ageneramultiple-time-scaldraffic
andservicemodelto characterizabroadsetof behaiorswithin
a unifiedframework.

In future work, we planto designmechanismso coordinate
theend-pointmeasuremenisf themodulesdepictedn Figure2
andgeneralizeéhesystenmodelof Figure3 to considemultiple
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